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ABSTRACT
The study of the coexistence capabilities of networks based on the IEEE 802.11 and IEEE
802.15.4 standards has long been of interest to researchers owing to the individual success
of these two technologies in various applications of Internet of Things (IoT). Operating in
the same Industrial-Scientific-Medical (ISM) band, their coexistence does not always yield
satisfactory results. The performance of a network based on IEEE 802.15.4 standard has
been shown to be significantly lowered in the presence of a strong IEEE 802.11 based network
(Wireless LAN) to the extent that communication based on the IEEE 802.15.4 standard
can be rendered impossible in certain scenarios. This work is an effort towards analyzing
interference caused by the three non-overlapping channels 1, 6 and 11 of IEEE 802.11b/g/n
on the usable 2.4GHz spectrum of IEEE 802.15.4 standard. Recommendations of plausible
scenarios for successful coexistence of these two networking technologies have been made.
Assessment of the performance of an IEEE 802.15.4 standard based network through the
Packet Delivery Ratio (PDR) on various channels of operation has yielded valuable insights.
The experiments carried out in real-world environment stand as a datapoint in predicting
and understanding the interference behavior in real-life applications.
1CHAPTER 1. Introduction
The growing power of the Internet of Things(IoT) is such that every other object has
turned into a sensing, analyzing or a communicating device. Coexisting communication
technologies have made smart systems more robust and smarter. Wireless Sensor Networks
(WSN) are used in energy and time critical applications and are the backbone of smart
devices such as the ones used in the medical devices sector. They make possible fast and
reliable transfer of information. With fast growing applicability of WSNs in IoT, it is
hard to isolate one communication network from the other. In many scenarios, different
wireless devices and standards operate in the same frequency range and in close physical
proximity. The 2.4GHz unlicensed Industrial-Scientific-Medical (ISM) frequency bands are
generally open bands which are accepted worldwide for wireless operations. Originally, the
ISM band was to be used for non-communication purposes only. But with the increased
congestion in the radio spectrum, and the attraction towards the unlicensed band led to
the communication systems becoming the biggest users of this band. There has been rapid
growth of the ISM band in low-power, low cost, short range communication platforms.
Medical devices, military equipment, microwave ovens, Bluetooth devices, WiFi devices
etc. are just some of its uses. The IEEE 802.11 wireless communication protocols use
the ISM band and so do Bluetooth, ZigBee and near field communication devices. Often
times, these communication technologies are found in the same environment and are said
to co-exist. Coexisting communication networks are not without challenges. Performance
degradation of one because of another coexisting communication system is often reported.
Packet losses, poor Signal to Interference Ratio (SIR) and Received Signal Strength (RSSI),
2poor link quality are some of the adversely impacted communication parameters.
Coexistence among wireless devices depends on three main factors: time, space and
frequency. Understanding these three factors will help to separate radios and will allow for
reliable and robust coexistence. Considering the temporal factors, employing Time Division
Multiplexing (TDM) could result in improved coexistence conditions. In the frequency
domain, operating on non-overlapping frequencies and allowing for separation of channels
can help mitigate the problems that arise during coexistence of different wireless devices.
In the spatial domain, trying to keep the radios and their antennas as far apart can increase
the probability of coexistence. The focus should be on increasing the SIR of the intended
received signal.
Like IEEE 802.11 standards, the IEEE 802.15.4 standard based networks too use the
2.4GHz ISM band for operation. These two protocols find applications in similar domains
and can often be found in the close proximity of each other, therefore it becomes important
to study their coexistence and analyze the network performance in terms of Packet Delivery
Ratio (PDR) and the impacts on different channels of operation. There have been studies
such as in [1] and [2] that show that IEEE 802.11 standard based transmissions are relatively
less impacted due to colocated IEEE 802.15.4 signals However, heavy interference effects
are observed on IEEE 802.15.4 due to IEEE 802.11b signals. Considering a scenario where
a IEEE 802.15.4 standard based sensor network is to be deployed in a hospital setting,
a closely located IEEE 802.11 standard based network might interfere with IEEE 802.15.4
signals and could result in critical data loss. In cases where network isolation is not feasible,
a study of their coexistence becomes necessary.
The main issue that this work analyzes is the interference effects of IEEE 802.11
standard based signals on IEEE 802.15.4 standard based transmissions. A number of ex-
periments have been done to assess this problem. In this work, three modes of IEEE 802.11
3standard have been implemented: IEEE 802.11b, IEEE 802.11g and IEEE 802.11n. All
three standards have been implemented at the three non over lapping frequencies 1, 6 and
11 of the IEEE 802.11 spectrum individually to provide for a wide variety of cases of oper-
ations. Fig. 1.1 gives an overview of the channel occupancies and overlaps between IEEE
802.11 and IEEE 802.15.4 standards. The impacts of these modes operating at three chosen
channels on entire spectrum of IEEE 802.15.4 at 2.4GHz have been reported. This work
aims to provide recommendations on the best and worst IEEE 802.15.4 operational channels
during coexistence with IEEE 802.11b/g/n standard based networks.
The remainder of the report is organized as follows: Overviews on the different IEEE
standards used throughout this report are discussed in Chapter 2. Chapter 3 deals with
previous works done in this domain. The experimental set-up, various components used in
carrying out the experiments and the implementation methodology are presented in Chapter
4. Description of test runs and their results are reported in Chapter 5. Chapter 6 concludes
the report with briefly discussing future work.
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4CHAPTER 2. Background
The IEEE 802.15.4 standard was developed to offer fundamental lower network layers
of a Wireless Personal Area Network (WPAN). The focus of this technology is on low cost,
low power, short range communication between devices. This standard is the basis for
ZigBee, WirelessHART, etc. applications. Another common wireless technology-WLAN
stems from the IEEE 802.11 based specifications. The family consists of IEEE 802.11a,
IEEE 802.11b, IEEE 802.11g, IEEE 802.11n and IEEE 802.11ac standards. They are the
most widely used networking standards. Previous works on studying the coexistence of
IEEE 802.11 and IEEE 802.15.4 based networks have shown that it is the latter that gets
severely impacted in the presence of the former such as in [2]. IEEE 802.15.4 based devices
use channels that overlap with signals from IEEE 802.11 standard based devices and will
face interference because of them. In some coexistence scenarios, it is observed that the
IEEE 802.15.4 standard based transmission has to wait until the channel is free which results
in delays, packet losses and lower throughput. The transmission power devices using IEEE
802.11 standard is much higher, almost as high as thirty times the transmission power of
IEEE 802.15.4 standard based devices [3]. When these two networks are operate in the same
environment and there are a number of devices running at high transmission rates, adverse
interference effects can worsen [4]. By studying the operational channels and corresponding
center frequencies of IEEE 802.11 standard and IEEE 802.15.4 standard at 2.4GHz as shown
in Table 2.1 and Table 2.2, it can be seen that the three non-overlapping channels 1, 6 and
11 of IEEE 802.11 overlap with IEEE 802.15.4 channels 11-22. When the center frequencies
of the IEEE 8021.15.4 channels do not directly overlap with the center frequencies of IEEE
5802.11 spectrum, they can still be caught in the side lobes of the IEEE 802.11 spectrum
as shown in Fig. 1.1. It is important to note here that IEEE 802.11 and IEEE 802.15.4
standards use different modulation techniques, different types of packet headers and packet
formats and communication between these two standards is not possible without making
significant hardware or protocol changes.
Table 2.1 US/Canada IEEE 802.11b/g Channel Frequencies
Channel Center Frequency(MHz) Minimum(Hz) Maximum(Hz)
1 2412 2401 2423
2 2417 2406 2428
3 2422 2411 2433
4 2427 2416 2438
5 2432 2421 2443
6 2437 2426 2448
7 2442 2431 2453
8 2447 2436 2458
9 2452 2441 2463
10 2457 2446 2468
11 2462 2451 2473
2.1 Overview of IEEE 802.15.4
The IEEE 802.15.4 standard [5] specifies the physical and media access layer of Low-
Rate Wireless Personal Area Networks (LR-WPANs). The IEEE 802.15.4 standard provides
specifications for the Media Access Control (MAC) and Physical (PHY) layers, leaving the
specification of the upper layers to specific higher standards such as ZigBee, 6LoWPAN and
others. The PHY defines the frequency, power, modulation and other related characteristics
of the link. The MAC defines the format of data handling. The initial release of the standard
provided for two different PHY layers: 868 and 915 MHz low bands and the 2.4GHz high
band. Both of these configurations are based on Direct Sequence Spread Spectrum (DSSS).
In the 2.4Gz band, there are 16 channels available as presented in Table 2.2. This high
band is the focus of the work presented in this report. The IEEE 802.15.4 standard is used
6Table 2.2 IEEE 802.15.4 Channel Frequencies
Channel Center Frequency(MHz)
11 2405
12 2410
13 2415
14 2420
15 2425
16 2430
17 2435
18 2440
19 2445
20 2450
21 2455
22 2460
23 2465
24 2470
25 2475
26 2480
in devices that require low power, low cost and a short transmission range. These features
make the IEEE 802.15.4 standard a popular choice in wireless sensor networks. Networks
can be built in star or peer-to-peer topologies. Owing to the short range, when deployed in a
big field, the sensors equipped with IEEE 802.15.4 standard employ multi-hopping to relay
messages from the source to the sink. The sensors usually work in the master-slave mode
where the transmission between the master and slave takes place at 250kbps using one of the
16 channels of the ISM 2.4 GHz band. Theses channels are 5 MHz apart and each channel
is 2 MHz wide. In the PHY layer, for the 2.4GHz band (high band), Quadrature Phase shift
keying (QPSK) is used. In the MAC layer for media access control, Carrier Sense Multiple
Access/Collision Avoidance (CSMA/CA) is used to sense the channel. The CSMA uses
randomized back-off procedures to limit failed transmission attempts by nodes attempting
to gain access to the channel at the same time. Every time a master wishes to send a
message, it must do a Clear Channel Assessment (CCA). Before sending a packet, it waits
for a back-off period. After the back-off period is completed, a clear channel assessment is
7performed. If the channel is found to be free, data can be sent. If the channel is not free,
the back-off period is doubled.
2.2 Overview of IEEE 802.11 standard
The IEEE 802.11 specifies the PHY and MAC layer standards for Wireless Local Area
Networks (WLANs). This standard is the basis for WiFi and is used to carry the internet
traffic. The IEEE 802.11 standard is a family of sub-standards that use the same basic
protocol with different modulation techniques, different data transmission rates, changes
in technology and varied user applications. The family includes the most widely used
IEEE 802.11 a/b/g/n/ac sub-standards. The IEEE 802.11 standard uses the ISM 2.4GHz
spectrum with 11 channels, each 22 MHz wide. A WiFi network or a WLAN is made of some
computers and an access point which communicate with each other using the frequency
band allocated for their operation. The IEEE 802.11 standard employs the CSMA/CA
mechanism at the MAC layer. This work focuses on the most commonly found IEEE
802.11b/g/n standards described below.
2.2.1 IEEE 802.11b standard
Released in 1999, the IEEE 802.11b standard was a ratification to the original IEEE
802.11 standard and become the definitive Wireless LAN technology allowing wireless func-
tionality comparable to the ethernet. This standard provides a data transmission rate of
11 Mbps in the 2.4 GHz spectrum and uses DSSS at the PHY layer and the same media
access control method as the original protocol. IEEE 802.11b standard based devices are
cheap but have the slowest maximum speed of all IEEE 802.11 standards.
2.2.2 IEEE 802.11g standard
The IEEE 802.11g standard is backward compatible with IEEE 802.11b standard and
uses Orthogonal Frequency Division Multiplexing (OFDM) at the PHY layer. Theoretically,
8it offers a bit rate of 54Mbps, higher than IEEE 802.11b standard. Most devices these days
support IEEE 802.11b/g in a single mobile adaptor card or access point. As per [4], an
IEEE 802.11g standard based network is susceptible to poor performance when a device
operating on the IEEE 802.11b standard is signed on to the same network. The activity of
the IEEE 802.11b network will reduce the data rate of the IEEE 802.11g network.
2.2.3 IEEE 802.11n standard
The IEEE 802.11n standard has added Multiple Input Multiple Output antennas
(MIMO) where multiple transmitters and receivers operate simultaneously in the link. A
network using IEEE 802.11n standard operates both on 2.4GHz and 5GHz frequency bands.
It can use two 20 MHz channels in place of a single 20MHz channels and can offer speed over
100 Mbps. It provides increased range by using spatial multiplexing and exploits spatial
diversity using special coding schemes.
9CHAPTER 3. Related Work
The study of coexistence of homogeneous and heterogeneous wireless technologies has
long been the interest of researchers working in the wireless communications field. Several
works such as in [6, 7, 8, 9] have discussed interference models and coexistence scenarios of
wireless systems. One of the early experiments designed for analyzing coexistence of ZigBee
based WSN and WLAN was carried out in [10], where the experiments conducted indicated
that WiFi networks and IEEE 802.15.4 WSNs may coexist but with reduced performance
in terms of packet loss ratio. A potential coexistence scenario in Smart Grid-Home Area
Network has been modeled and an analysis of performance with unslotted CSMA-CA has
been done in [11], which indicated significant performance degradation for devices in close
vicinity with interfering sources. A review of wireless coexistence test methodologies has
been presented in [12], where the authors presented basic tests for reinforcing confidence in
the coexistence of various wireless technologies. An experimental study of cross technology
interference in In-vehicle wireless sensor networks has been done in [13], employing an
enhanced version of Time Slotted Channel Hopping (TSCH) protocol for channel white-
listing.
There are several reports on the interference caused by WLAN devices on IEEE
802.15.4 standard based devices such as in [1]. An investigation of WPANs for use in
medical applications where scalability and back-off parameters in CSMA/CA mechanism
has been discussed by the authors in [14]. It has been pointed out that IEEE 802.15.4
standard based ZigBee networks suffer from interference caused by networks operating on
the IEEE 802.11 standard owing to the latters high transmission power - up to 30 times
10
of ZigBee [3]. A study on IEEE 802.15.4 based networks as an interference to networks
based on IEEE 802.11 standard has been done by [2], and concluded that IEEE 802.15.4
standard based devices do not pose a big threat to transmissions in networks operating on
IEEE 802.11 standards. Successful coexistence is seen as a critical between frequency, space
and time. There needs to be adequate frequency separation, low channel occupancy and
sufficient separation between networks for coexistence to work. The density of devices in
the networks is also an important consideration.
A focus on determining the interference power at which at which packet retransmission
will be required is laid in [15]. A co-existence model consisting of power and timing aspects
is presented in [16]. The authors in this work have introduced the concept of coexistence
ranges which are determined based on the path loss model. An indoor probabilistic path loss
model has been presented in [17], that accounts for path loss resulting from wall penetration,
refection, scattering, and diffraction effects. A Non Line Of Sight (NLOS) setup in an
anechoic chamber was used to test the coexistence of IEEE 802.15.4 standard based networks
with other wireless technologies in [3], which can be used to determine the distance at which
a medical device telemetry system can coexist with other wireless technologies. Several
models such as in [18, 19], have been proposed that mathematically analyze coexistence .
Signal to Noise Ratio (SINR) has been used to obtain the Bit Error rate (BER) in [20],
to carry out calculations for determining the packet collision times for coexisting ZigBee,
WLAN and Bluetooth networks. Similarly, works such as [20, 21], describe analytical
models for evaluating PER, BER, and related parameters under IEEE 802.11 standard
based interference.
The detection of WiFi signals in wireless sensor networks has been shown in [22].
Here, the authors have built a signal attenuation model of WiFi signals to locate WiFi
nodes. Their experiments achieve high accuracy in detecting nodes. It has been shown in
[23], that interference effects are difficult to avoid in IEEE 802.11n networks when compared
11
with IEEE 802.11g standard based networks. The impact of IEEE 802.11n traffic on the
performance of an IEEE 802.15.4 networks is presented in [24], where overlap between
IEEE 802.15.4 operational channels and IEEE 802.11n extension and control channels are
used as evaluation scenarios. Various testing methodologies and tools and equipments have
been used by researchers to study different aspects of interference caused by WLAN on
IEEE 802.15.4 networks. It is indicated in [25] that a USRP device is equally capable
of providing accurate DC measurements when compared with devices like VST and VSA.
A practical measurement setup using a high precision spectrum analyzer and a medium
precision USPRP2 software defined radio has been presented in [26]. The authors in this
paper have compared the results based on duty cycles of occupancy in the measured bands.
Given the popularity and ubiquity of IEEE 802.11 and IEEE 802.15.4 based networks,
researchers are developing solutions and algorithms to counter the interference problem. A
metric- ReSIST for performing verification of frequency based interference avoidance mech-
anisms in IEEE 802.15.4 based networks has been proposed in [27]. ART proposed in
[28] is an algorithm that exploits the frequency white space left out by WiFi and employs
P-CSMA to tune the use of CSMA for leveraging the temporal white space of WiFi interfer-
ence. Authors in [29] have proposed An adaptive scheme that uses multiple radio channels
for the co-existence of 802.15.4 LR-WPAN and 802.11b WLAN is proposed in [29]. An
algorithm that detects interference and adaptively and dynamically switches nodes to safe
channel to avoid WLAN interference is discussed in [30], where the algorithm is found to
enhance the ZigBee performance when coexisting with WiFi networks. A hybrid device in
[4] is proposed that would coordinate messages and act as a mediator between IEEE 802.11
and IEEE 802.15.4 based signals. A center frequency and bandwidth estimation algorithm-
Spatial Sample Clustering(SSC) proposed in [31] found maximum channel occupancy by
IEEE 802.11b/g based WLAN systems using SRO and FBO calculations.
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It has been shown in [32] that the proposed Adaptive Channel Access (ACA) algorithm
for selection of communication channels in a ZigBee network improves PDR in a WLAN
interference environment. A new Zigbee protocol-WISE has been proposed by [33] which
can achieve desired trade-offs between link throughout and delivery ratio. For co-existence
of Zigbee devices in WiFi environment, authors in [34] have proposed a real-time adap-
tive scheme (RAT) that adopts forward error correcting coding (FEC) on ZigBee devices.
They have shown that sizes of WiFi frames follow power law distribution law model. With
the model, corruption in ZigBee packets can be estimated to some extent, thus facilitating
ZigBee device to choose a suitable FEC coding to maximize the throughput. Interference
avoidance considering the intensity and denseness of networks in analyzed in [35], which also
focuses on the locality of WiFi interference. The main contribution of the authors in this
work was the proposal of MuZi: an interference avoiding approach, which employs three
basic mechanisms, namely interference assessment, channel switch and connectivity main-
tenance. Their proposed interference assessing approach considers the degree of intensity
and density and shows a relationship between WiFi interference and link quality.
For carrying out the experiments detailed in this report, a study of the Contiki OS
and the Cooja simulator was done. Several articles were reasd to understand the scope of
the simulator. The performance of different networks settings and evaluation of Contiki
RPL environment is done in [36], where the study conducted is spanned across the whole
life cycle of WSNs. Estimation of memory usage of applications and power consumption
in WSNs was studied through simulations in Cooja in [37], where the authors suggest that
Cooja can be used for educational purposes too.
With this work, we have run experiments to observe channel occupancy by WLAN
devices and analyze the interference caused by networks using IEEE 802.11b/g/n standard
on different channels of operation of the IEEE 802.15.4 standard based networks in the
ISM band. Nine different interference scenarios have been studied in this work: IEEE
13
802.11b, IEEE 802.11g, and IEEE 802.11n operating on channels 1, 6 and 11 of the IEEE
802.11 2.4GHz spectrum. There is a need to make recommendation for channels that IEEE
802.15.4 standard based networks should prefer for operation when coexisting with IEEE
802.11 standard based devices. The recommendation will be based on comparing the Packet
Delivery Ratio (PDR) parameter.
14
CHAPTER 4. Experimental Set-up
4.1 Components
4.1.1 The IEEE 802.15.4 standard based device
For carrying out the experiments presented in this report, IEEE 802.15.4 standard
compliant Telos Rev B devices have been used [38]. It is a low power wireless module used in
wireless sensor networks. It comes with a 250Kbps 2.4GHz IEEE 802.15.4 compliant CC2420
Chipcon wireless transceiver chip. It provides an integrated on-board antenna and a Texas
Instruments 8MHz MSP microcontroller with 10k RAM and 48k flash. Programming and
data collection capabilities are supported via USB. It also houses temperature, humidity
and light sensors on board. An application may read from Telos by opening the COM
port assigned to it. Telos communicates with the host PC through USART1 on the TI
MSP430. The MSP430 BootStrap Loader programs the microcontroller’s flash, connected
to the host through the on-board USB connector. For communication and networking, it
provides support for TinyOS and Contiki OS. All experiments reported in this report have
been done on Contiki OS.
4.1.2 The 802.11b/g/n standard based network
For building a IEEE 802.11b/g/n standard based network, an access point and a client
laptop have been used. The access point is a CISCO Linksys E1200 device. There is access
to the GUI on the web based setup of the device which lets us see the wireless settings. The
client is a HP laptop which has an Intel Dual Band Wireless AC-7265 network adapter.
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4.1.3 Contiki OS
The Contiki is an open source operating system for the Internet of Things [39]. It is
a toolbox that helps connect low power, low cost devices like the Telos B sensor modules
to build complex networks. For this work, Instant Contiki version 3.0 has been used.
The Contiki applications are written in C language. For these experiments, the Rime
communication stack provided in Contiki has been used for wireless networking. Refer to
Fig. 4.2 for a screenshot of the serial output while running one of the tests detailed in the
next chapter. The image shows the serial output from the receiver side sensor node. The
receiver is counting the number of packets being received successfully before hopping to the
next channel.
The Contiki OS comes with a simulator called Cooja which allows emulation of net-
works before burning the code onto the hardware. The first step of all experimentation
was testing the codes on the simulator and checking the behavior of the emulated sensor
nodes in the simulated environment. The simulator has five windows that provide differ-
ent functionalities. In the Network window, the location of the nodes, their ranges, node
IDs and addresses can be seen. The Simulation Control window lets the user start, pause,
reload or execute the steps of simulation. It also shows the time elapsed and the speed of
the simulation. The outputs of the serial interfaces of the emulated nodes can be seen in
the Motes Output window. The Timeline window shows channel changes, LED changes
and radio on/off logs. Refer to Fig. 4.3 for a screenshot of a simulation run in the Cooja
simulation environment for testing a piece of code that makes the four planted nodes to
send out broadcast messages.
4.2 Implementation Procedure
The purpose of the experiments was to study the interference effects of IEEE 802.11 stan-
dard based signals on IEEE 802.15.4 standard compliant transmissions. The need for such a
16
study is to make recommendations for the coexistence scenarios of these two communication
technologies. The main focus of this work is on analyzing the effects on the IEEE 802.15.4
standard operational channels due to interference from IEEE 802.11b, IEEE 802.11g and
IEEE 802.11n based WLAN traffic. In carrying out the experiments, we attempted to
use realistic scenarios, as the motivation of this work is to generate recommendations for
successful coexistence in everyday situations.
IEEE 802.11b/g/n 
Network
(WLAN)
Telos Rev B 
Receiver
Telos Rev B 
Transmitter
Host 
Computer
Access 
Point
IEEE 802.15.4 
Network
Figure 4.1 Experimental setup schematic
The experimental set up included the IEEE 802.11 standard compliant network formed
of an access point and a client laptop and an IEEE 802.15.4 standard based network com-
posed of two Telos Rev B sensor modules as shown in Fig. 4.1. For convenience, the set
up was arranged on the ground. The access point and the laptop were placed close to
each other, only one meter apart. The two sensor nodes used the same laptop as the host
17
Figure 4.2 Screenshot of a Contiki console serial output
Figure 4.3 Screenshot of a sample Cooja Simulator workspace
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computer. They were connected to the laptop via USB ports, on either sides of the laptop.
In this manner, the WLAN link was in a way in between the network based on the IEEE
802.15.4 standard. This type of spatial arrangement was chosen to establish interference
from the WLAN link to the sensor network.
To generate traffic on the IEEE 802.11 standard based link, a large file of 10GB size
was being downloaded during the experiments. The time it took to download the file was
sufficient for the tests to be completely run on the nodes. After running a set of tests
for channels 1, 6 and 11 with one mode of IEEE 802.11 say IEEE 802.11b, the link was
modified to operate on another mode, say IEEE 802.11g. Changing the mode of operation
changed the data rate too as expected. A mobile application that reports the channel
characteristics was used to further confirm that only the desired IEEE 802.11 mode and the
selected channel were being implemented to form the link.
The parameter used to measure the performance of the sensor nodes under interfer-
ence was the Packet Delivery Ratio (PDR). The PDR is the ratio of the number of packets
successfully received by the receiver to the total number of packets sent by the transmitter.
One of the nodes ran the transmitter program and the other one was programmed with
the receiver side code. A total of 300 packets were periodically sent by the transmitter.
The receiver side maintained a counter and would count the number of successfully received
packets. A ratio of the successfully received packets to the total transmitted gives the PDR
in each case. Even by looking at the crude number of packets successfully received, com-
ments on interference effects can be made. The serial output on the transmitter side shows
each packet form 1 through 300 being transmitted while at the receiver side the end result
of the counter would reveal the number of successfully received packets. Both the transmit-
ter and the receiver sides were programmed to continuously hop channels and cover all the
IEEE 802.15.4 standard channels from 11 through 26. When the nodes would sequentially
hop from one channel to the other, the transmission and counting of packets would repeat.
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This type of multi-channel PDR measurement obtained through hopping of channels and
the resultant coverage of the entire spectrum is valuable for making recommendations as
to which channels faces least interference under each of the IEEE 802.11b, IEEE 802.11g,
and IEEE 802.11n based interference scenarios when they operate at channels 1, 6 and 11
of the IEEE 802.11 spectrum. There are at least 8 iterations of each test so as to lower the
spurious randomness in the readings taken.
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CHAPTER 5. Measurements and Results
5.1 Test runs on IEEE 802.11b standard based WLAN traffic
Three major experiments have been carried out to observe the interference effects of
IEEE 802.11b standards based WLAN traffic on IEEE 802.15.4 standard compliant com-
munication between sensor nodes. Tests are done on the WLAN channels 1, 6 and 11 as
these are the non-overlapping channels and are thus most commonly found in WLAN de-
vices. The bandwidth used by IEEE 802.11b standard was 20 MHz. In the experiments,
PDR has been used as the parameter to assess the performance of IEEE 802.15.4 complaint
networks when coexisting with networks based on IEEE 802.11 standard. The graphs show
the mean PDR over 8 iterations of the tests.
1. Channel 1: Channel 1 with a centre frequency of 2412 MHz is one of the three non
overlapping channel of WLAN in the 2.4GHz band. The observed effects of the in-
terference caused due to WLAN traffic going over this channel on the IEEE 802.15.4
based traffic on channels 11-26 have been recorded and plotted.
RESULT: The PDR corresponding to the channels 11-26 are plotted. The plot in
Fig. 5.1 shows that channels 12 and 13 of the IEEE 802.15.4 standard spectrum have
suffered the most. The lowest mean PDR recorded is around 0.15 which indicates
that on an average only 15% of the transmitted packets were successfully received
by the receiver. The max PDR reaches 1 and remains fairly constant from channel
15 through channel 26 of the IEEE 802.15.4 spectrum. This also shows that WLAN
traffic on channel 11 does not affect the higher channels of the IEEE 802.15.4 standard
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Figure 5.1 Mean PDR recorded under interference from IEEE 802.11b standard based
traffic operating on channel 1
based frequency band.
2. Channel 6: Another set of 8 iterations were done for channel 6 of the WLAN. Channel
6 is centered at 2437 MHz.
RESULT: Figure 5.2 shows that this time the middle channels-16 through 18 saw the
worst impacts of WLAN traffic on channel 6. The mean PDR is close to 0.05. It is
worth noting that channel 18 records lowest mean PDR even among channels 16,17
and 18. This result was expected given that channel 18’s center frequency of 2440
MHz is closest to the centre frequency of WLAN channel 6.
3. Channel 11: Centre frequency of channel 11 is 2462 MHz.
RESULT: The mean PDR plot for traffic on channel 11 as shown in Fig. 5.3 reveals
that channels 22 and 23 of the IEEE 802.15.4 spectrum have the lowest mean PDR.
The number of packets successfully received are only about 1% of the packets that
were transmitted. The center frequency of WLAN channel 11 is close to the centre
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Figure 5.2 Mean PDR recorded under interference from IEEE 802.11b standard based
traffic operating on channel 6
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Figure 5.3 Mean PDR recorded under interference from IEEE 802.11b based traffic oper-
ating on channel 11
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frequencies of IEEE 802.15.4 standard channels 22(2460 MHz) and 23(2465 MHz) and
thus these two channels see maximum impact.
5.2 Test runs on IEEE 802.11g standard based WLAN traffic
Similar to the tests conducted for IEEE 802.11b standard based traffic, 8 iterations for
each of the three non-overlapping channels 1, 6 and 11 were conducted. The bandwidth
used by the signals was 20MHz.
1. Channel 1: Centre frequency is 2412 MHz.
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Figure 5.4 Mean PDR recorded under interference from IEEE 802.11g standard based
traffic operating on channel 1
RESULT: As can be seen in Fig. 5.4, the worst effects are observed on channel 13
with centre frequency of 2415 MHz. However, this not the only channel affected. For
channels 12-13, the mean PDR lies close to 0.825 and then rises and remains close to
1 for channels 16-20 and 25-26. A dip in the values is seen in channels 21-23 but it
still lies between 0.95 and 0.975.
2. Channel 6: Center frequency is 2437 MHz.
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Figure 5.5 Mean PDR recorded under interference from IEEE 802.11g standard based
traffic operating on channel 6
RESULT: As per Fig. 5.5, channel 18 has the lowest mean PDR among all channels.
Channel 17 also has a low PDR clearly suggesting that these two channels have suffered
the most. A mean PDR of 0.7 is not too bad but is poor in comparison to the values
obtained at other channels. The maximum PDR values obtained reached the 1.0
mark suggesting that 100% success was achieved in receiving packets on lesser affected
channels of the lower and the higher bands.
3. Channel 11: Center frequency is 2462 MHz.
RESULT: Poorest packet reception has been observed on channel 22 with a mean
PDR of 0.7 as shown in Fig. 5.6. WLAN channel 11 and 802.15.4 channel 22 have
very closely located center frequencies and thus this result is not surprising. At other
frequencies the plot looks smooth indicating good packet reception, reported to be
100% in many cases.
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Figure 5.6 Mean PDR recorded under interference from IEEE 802.11g standard based
traffic operating on channel 11
5.3 Test runs on IEEE 802.11n standard based WLAN traffic
The last set of tests were run for IEEE 802.11n standard based link. Since IEEE 802.11
standard can use a wider bandwidth, hence readings were taken when the IEEE 802.11n
standard based link was utilizing a bandwidth of 40 MHz. Owing to a wider bandwidth,
the IEEE 802.11n standard spectrum does not have any non-overlapping channels, contrary
to IEEE 802.11b/g standard. Still, observations have been recorded on channels 1, 6 and
11. The experiments were run at least 8 times to address randomness.
1. Channel 1: Center frequency is 2412 MHz.
RESULT: The plot in Fig. 5.7 clearly shows that the lower channels 11 through 14
are most affected by WLAN traffic on channel 1. The lowest mean PDR of less than
0.2 was found at channel 12. Channel 15 onwards the packet reception improved. The
graph never maintains a constant mean PDR of 1, it reaches a peak at 1 for channel
20, dips a little and then records maximum again for channel 25.
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Figure 5.7 Mean PDR recorded under interference from IEEE 802.11n standard based
traffic operating on channel 1
2. Channel 6 : Center frequency is 2437 MHz.
RESULT: The mean PDR plotted in Fig. 5.8 shows worst interference impacts on
the mid-band channels 16-19 than others. The lowest value recorded is close to 0
for channel 18. Packet reception at channels 12-15 hovers around 80%. Thus, it can
be said that interference due to IEEE 802.11n based taraffic operating on channel 6
causes disturbances in a wider band of the IEEE 802.15.4 channels.
3. Channel 11: The center frequency is 2462 MHz
RESULT: Channel 23 is the most severely impacted of all channels as per the plot
in Fig. 5.9. The PDR is found to be around 0.95 which is not too bad. But, better
packet reception is observed for the rest of the channels except channel 15. Channel
15 could be caught in the extended side lobe of WLAN channel 11 of IEEE 802.11n
standard as it uses a wider bandwidth.
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Figure 5.8 Mean PDR recorded under interference from IEEE 802.11n standard based
traffic operating on channel 6
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Figure 5.9 Mean PDR recorded under interference from IEEE 802.11n standard based
traffic operating on channel 11
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5.4 Inferences
Based on the experiments conducted in the real world environment chosen, the following
inferences can be drawn:
1. As per the experiments carried out and the observations made, the IEEE 802.15.4
channels 15, 20, 25 and 26 had the best PDR values. These channels were found to
be least affected by the interfering IEEE 802.11b/g/n signals. This inference is being
attributed to the fact that the center frequencies of these 4 channels do not overlap
with the center frequencies of any of 1, 6 or 11 WLAN channels used for experiments
documented in this report. Refer Fig. 1.1 for center frequencies.
2. If the center frequency separation between selected WLAN channel and the IEEE
802.15.4 standard channel is greater than 12 MHz , then the mean packet reception
recorded under IEEE 802.11b/g standard based traffic is around 85%-95%. The mean
PDR increased as the frequency separation between IEEE 802.15.4 and IEEE 802.11
based networks increased. Thus, for successful coexistence, the recommended channel
separation is greater than 12 Mhz as per this report. It should also be noted that
interference becomes almost negligible whenever the center frequency separation is at
least 20 MHz.
3. It was observed that whenever a channel overlap would take place, it resulted in
increased latency in the IEEE 802.15.4 network. In presence of heavy WLAN traffic
on the same frequency would lead to the channel being busy more often. The IEEE
802.15.4 standard based sensor nodes would back-off multiple times before being able
to carry out their transmission. The dips in mean PDR values recorded for channels
other than the ones overlapping directly with the WLAN channels can be attributed
to the surrounding noise, or due to interference from other devices lying outside the
test set-up. These dips were however much lower as they were farther away in space
than the direct WLAN interference established for the above mentioned experiments.
29
CHAPTER 6. Conclusion
The objective of this work was to study the coexistence of two most popular wireless
communication technologies, the one based on IEEE 802.11 standard commonly referred to
as WLAN, and the other based on IEEE 802.15.4 standard. Both of these typically operate
in the unlicensed 2.4GHz ISM band. An overlap between the channels used by the two
networks adversely affects the network based on IEEE 802.15.4 standard. This could be
due to the fact that the IEEE 802.15.4 standard uses a a smaller bandwidth and transmits
at lower power in comparison to the transmission power and channel width used by IEEE
802.11 standard based networks. This work suggests that avoiding channel overlap can be
thought of as a mechanism to improve performance of IEEE 802.15.4 standard compliant
networks when coexisting with IEEE 802.11 standard based networks. In this report, several
experiments that were conducted have been reported which assessed packet reception at the
receiver side of a network operating on the IEEE 802.15.4 standard under heavy interference.
A real world work environment was chosen to conduct the tests. The three modes of WLAN
operation chosen were IEEE 802.11b, IEEE 802.11g and IEEE 802.11n as most of the devices
found these days make use of one or all of these three. WLAN traffic was sent on three
non-overlapping channels, namely 1, 6 and 11 and interference effects were observed on all
16 channels of the 2.4GHZ frequency spectrum used by the IEEE 802.15.4 standard. After
studying the impacts on the mean packet delivery ratio, recommendations are being made
for the channels that should be avoided under interference from WLAN traffic in various
scenario.(Refer Table 6.1)
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Table 6.1 Recommended IEEE 802.15.4 standard channels to avoid for successful co-exis-
tence with IEEE 802.11 standard based networks
WLAN mode WLAN Chan. 1 WLAN Chan. 6 WLAN Chan. 11
802.11b 11-13 16-18 21-23
802.11g 12-13 17-18 22-23
802.11n 11-14 16-19 21-24
6.1 Future Work
A similar study of coexistence in various scenarios mentioned in this report can be
carried out with packet latency as the barometer for assessing results. The two sensor
nodes will need to be time synchronized to accurately measure packet latency. Experiments
can be done in an isolated environment such as in an anechoic chamber to address spurious
surrounding noise caught in real world work environment. Use of spectrum analyzers can
be made to study the two signal patterns on the different channels.
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